Mobile technology enables health-care organizations to extend health-care services by providing a suitable environment to achieve mobile health (mHealth) goals, making some health-care services accessible anywhere and anytime. Introducing mHealth could change the business processes in delivering services to patients. mHealth could empower patients as it becomes necessary for them to become involved in the health-care processes related to them. This includes the ability for patients to manage their personal information and interact with health-care staff as well as among patients themselves. The study proposes a new position to supervise mHealth services: the online health educator (OHE). The OHE should be occupied by special health-care staffs who are trained in managing online services. A survey was conducted in Brunei and Indonesia to discover the roles of OHE in managing mHealth services, followed by a focus group discussion with participants who interacted with OHE in a real online health scenario. Data analysis showed that OHE could improve patients' confidence and satisfaction in health-care services.
Introduction
Health-care staffs have always been critical factors in the health-care process. They have several responsibilities in dealing with their patients, 1 including assisting doctors in recording patients' personal and medical conditions, advising or educating patients and their families on health issues related to the patients, operating medical equipment, administering medications and treatment, and assisting patients for follow-up and further treatment or rehabilitation. 2 Advances in mobile technology require a redesign in the roles of health-care professionals in caring for patients online. Nowadays, health-care staffs increasingly use Information and Communication Technology (ICT) to improve services 3 and perform their duties in many ways like nurses' work in accessing and updating patients' history online. However, services can be significantly increased through mobile technology as most patients nowadays have mobile devices to access services.
Interactions between health-care staffs and patients can be done online or partly online, and all information related to these interactions can be stored automatically or semiautomatically (if they are done partly online) in electronic format that can be easily accessed or processed. 4 Recent Web technology has allowed various modes of interaction and at the same time provided new services through social networks to empower patients. Patients are enabled with the ability to access their electronic health records (EHRs) through the Web, as most of them own smart mobile devices such as smartphones that can be used to access the Internet. This means that providing services accessible through this media (mHealth) is advantageous toward patients as it empowers them. Thus, this needs to be properly designed, and new roles for health-care staffs need to be properly defined. 5 Various mobile services offered by mHealth can revolutionize health-care practices in the context of managing patients through smartphones or other mobile devices. 6 In order to support mobile services through the mHealth initiative, this study proposes the concept of an online health educator (OHE). An OHE is a well-trained person or multiple individuals or an interprofessional team who are dedicated to manage and look after mHealth services. The OHE establishes patients' relationship and the duty to provide caring through mHealth and continues maintaining throughout the interaction, including any information on follow-up and ongoing health care through mHealth services.
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Besides supporting daily operations and services to patients, ICT can also channel information and knowledge to healthcare staffs and patients quickly. ICT can be used to educate and empower patients in the health-care process. 7 Healthcare staffs and patients can help other patients in finding and understanding treatment or expertise-related information, as well as other related resources. Information and knowledge that can be easily accessed through ICT can also be used to teach patients in minimizing harmful behavior and thus have a healthier lifestyle. 8 The adoption of smartphones is increasing globally, and mobile phones are being replaced by smartphones. A survey released by InCrowd shows that 95% of nurses own smartphones, while 88% use gadgets including mobile health apps at their workplace. 9 It was predicted that there will be 1.4 billion smartphone users in the world by 2015. 10 Some applications of smartphones (apps) are related to health care. 11 Patients can use these applications to monitor their health. In addition, many health-care staffs use smartphone applications to access information. 12 Recent apps provide users with various useful functions similar to those functions provided by applications available in notebooks or desktops. 13 Many health care-related apps are available and can be downloaded easily from well-known download sites. Among others are drug calculators, clinical references or point-of-care (POC) references, diet and/or exercise guide and calculator, electronic drug manuals, tools to analyze laboratory tests and diagnostic studies, and differential diagnosis guides.
14 Apps can be designed to assist health-care staffs to improve their work productivity such as providing online access to medical information, medical imaging, and laboratory results. 15 There are apps that allow patients to use their smartphones to monitor their health such as monitoring their heart rate, blood pressure, and emergency unit support. 12 The most significant development in terms of managing health information is the introduction of e-health. One of the benefits gained by patients from e-health initiatives is more accurate treatments as various related information, including historical information, can be processed to produce more accurate diagnoses. Some benefits of e-health for health-care staffs include effective coordination across multiprofessional teams, ease in managing patients' data, fast access of data/information when needed, and help in performing audit and research activity. In addition, e-health can reduce hospital admissions and emergency department visits, manage and control chronic illness easily, improve nurse utilization that has an impact on the nursing staff shortage, reduce health-care costs, and provide access to care from anywhere at anytime. 16 Health-care staffs can utilize an e-health system by combining multimedia data such as audio, video, and text data into their existing practices to provide online health care.
This multimedia capability along with a body of knowledge and competencies will help health-care staffs deliver healthcare services remotely. With the recent progress in Web 2.0 technology such as social media applications coupled with advances in mobile technology, patients can be empowered in controlling information flow such as accessing their EHRs, generating contents, and having conversations with healthcare professionals or with other patients in a social network. 17 To take advantage of the recent development in mHealth, the role of health-care staffs, especially for those who provide online services, need to be redesigned. We examined the proposed role of OHE from the perspective of customer relationship management (CRM) in mHealth systems.
customer relationship management. Since most patients own smartphones, extending health services that can be accessed through smartphones or mHealth services should be considered. 18 Mobile health services can be integrated to CRM, a tool as well as a strategy can be utilized by healthcare providers in fulfilling patients' need for mobile services. A new CRM concept that includes social networks, known as Social CRM or CRM 2.0, can facilitate intensive interactions between the patients and the health-care provider and among patients themselves. 19 Hence, Social CRM provides various multiway interactions that can be used for information sharing or consultations with the health-care staffs through smartphones. In fact, Social CRM supports interactions in three dimensions: interactions between health-care staffs and patients, interactions among patients, and self interactions in which patients can access the mHealth system directly like inserting or editing the contents of their own personal health habits. 20 Social CRM enables collaborative relationships and greater control to the customers. Therefore, Social CRM highly supports information and knowledge sharing among patients. 21 A significant element of Social CRM for health care is patient empowerment. It offers patients to have a dynamic role in the health-care process, like allowing them to update their EHRs. 22 The Australian government has publicly introduced patient empowerment through Personally Controlled Electronic Health Record that allows patients to observe their medical records. Social CRM also empowers patients in managing their health care such as requesting online consultations, online appointments, or online prescriptions. Finally, Social CRM promotes health promotion and awareness through information and knowledge sharing that takes place in social media. 23 We have conducted user requirements analysis in Brunei and Indonesia, focusing on roles of OHE.
Health-care system and Internet in Indonesia. Indonesia has 34 provinces, and each province has autonomous regions called Kabupaten (districts) and Kota (cities). Health-care administration (such as human resource management, finance, information system, and service provision) is under the responsibility of autonomous regions (Kapupaten or Kota). Public healthcare services are provided through community health-care centers (Puskesmas) or public hospitals if the Puskesmas cannot handle the required services. There are more than 7000 units of Puskesmas across the country in provinces, districts/cities, subdistricts, and villages. Data from National Health Survey Indonesia indicate that more than 30% of the population utilizes Puskesmas to find basic health-care services.
The study was undertaken in Malang, the second largest city in East Java Province. We used convenience sampling and only considered the willingness of the health-care center to actively participate for system testing. Recent information indicated that Malang has more than 800,000 people with 73 health-care centers, including 16 Puskesmas. 24 As public health-care services are not sufficient to support the population, the private health-care services are growing and considered important. This is not only happening in Malang but also happening in other autonomous regions across Indonesia. Hence, extending health-care services through e-health, especially m-health, need to be considered seriously to improve public health-care services.
Social CRM is an idea developed from the advancement of the Internet, especially Web 2.0, which includes social networks. Social networks have greatly impacted the adoption of the Internet as they provide real-time interaction and multiway communications, providing media for sharing and bonding. 25 The adoption of social networks in Indonesia is high, there were more than 4 million Twitter accounts in January 2011 and more than 20% of Internet users in Indonesia visited Twitter.com in June 2010. 26 Indonesia has the fourth largest number of Facebook users in the world. There are 44 million Facebook users in Indonesia, and the number is growing with 18.21% penetration. 27 In addition, rural areas in Indonesia are resilient and fast adopters of Internet technology. As a result, Internet-based services, including health-care services, has a good chance of being adopted.
e-health in brunei darussalam. Brunei has excellent health-care services, and it is constantly being improved. One of the strategic objectives of the Ministry of Health is to provide highly reputable health-care services for the nation comparable to the best services provided in the region. 28 Internet penetration in Brunei is high, among the highest in Asia. Latest Internet statistics from Internetworldstats.com indicate that Brunei is among the top 50 in the world in Internet Penetration. Telephone networks supporting high bandwidth communication have been upgraded through fiber optic cables. High-speed Internet connection with data transfer rates up to 150 Mbps is widely available. 29 Recently, home broadband plans provided by Telekom Brunei (TelBru) can support up to 300 Mbps. In Brunei, almost everyone can access the Internet either through home connections or through mobile data connections.
One large scale (country wide) e-Health initiative that has been recently implemented is Brunei Darussalam Healthcare Information and Management System (BRU-HIMS). Using BRU-HIMS, all health-related data are stored in electronic form, and one patient has only one health record stored centrally. For time being, this system mainly serves health-care professionals. It is possible to extend the system so that patients can directly interact with the system.
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Methodology
The primary data collection was undertaken through questionnaires and narrative inquiries . 11 Data were gathered from two places, Indonesia and Brunei. The first stage of the survey was conducted in Brunei, where the majority of the respondents were local Bruneians, who frequently visit health practitioners. In total, there were 366 respondents participating in the survey. In Indonesia, the questionnaires were fairly distributed to the groups of health-care staffs and customers (patients) who regularly visit health-care centers in Malang, East Java, and Indonesia. There were 108 respondents taking part in the survey. Participants were also interviewed in an inquiry session, where they were requested to answer a series of questions related to their understanding on interactions in the system. Data were further collected from the interview with the OHE and personal observation from all participants. The data collection period was three months from March to May 2012. Focus group discussion (FGD) was used to gather a deeper understanding of expected roles and challenges of OHE from the perspective of health-care staffs. All data gathered were processed to find expected features and services for mobile health applications and how such services can be optimally provided to patients. All subjects gave their informed consent to participate in this research.
data Analysis
The items of survey were classified into three sections. The first section has six items on demographic data. This includes gender, age, employment type, educational level, computer, and Internet literacy. The second section consists of important features of health-care service in mHealth. Open comments were gathered in the third section. We use the comments to explore the relationships among several variables that addressed research questions.
Characteristics of the respondents from Indonesia are shown in Table 1 . More than 50% of the respondents are health-care and medical staffs. We approached health-care staffs because they are potential users of the mHealth system. It is interesting to find that ICT literacy of the respondents is rather high, moderate to advanced level, and 75% of them use the Internet on a daily basis. This indicates that there is no problem with the basic ICT knowledge and Internet access. Table 2 shows the demographic characteristics of the respondents in Brunei. The first part of our survey gathered data on employment type, gender, age composition, living arrangements, education level, computer, and Internet literacy. Most respondents work with the government sector (58%). The rest of them (42%) work in the private sector. It reflects the employment pattern in Brunei, where more people work with the government for job security reasons and welfare benefits. The majority of the respondents' ages were between 21 and 30 years (38%), 19% of them between 31 and 40 years, 18% of them were between 41 and 50 years, 13% of them were 20 years or younger, and the rest of them (12%) were 51 years and above. Most respondents live with their families.
In terms of educational level, 10% of the respondents did not complete high school, 31% of them had completed only high school, and 59% have completed more than high school level. This indicates that the majority of the respondents are well educated. Regarding how frequently respondents used the Internet, either at home or at their workplace, the majority of the respondents can easily access the Internet (63%) and they use the Internet daily, 18% them use the Internet at least once a week, 9% use the Internet at least once a month, and 10% of them have never used the Internet. The respondents were also requested on their computer literacy through the frequent use of computers in their everyday lives. In all, 64% of the respondents use the computer every day, 18% of them use the computer less than daily to weekly, 9% of them use the computer weekly to monthly, and 9% of them have never used the computer at all. It demonstrates that the computer literacy in Brunei is high. This is evidently related to the Internet literacy and educational level as well. Table 3 shows the findings of the survey, both in Brunei and Indonesia. We developed a prototype of mHealth based on the accommodating features that we found from the survey. The prototype adopts the Social CRM concept, which accommodates more complex health services featuring social networks, empowerment, and the role of OHEs (Fig. 1) . The OHE 50% n/a n/a n/a considered to be statistically significant (P = 0.0497), which means that there are some significant differences in terms of expectation of online services between Bruneians and Indonesians involved in the survey.
discussion
This study revealed the tendency of changes in the patients' behavior in terms of interaction and empowerment. mHealth with Social CRM supports patients to have conversations, information sharing, and interactions with all sectors in the system anywhere and anytime. 31 Consider the following scenario: patients who have similar diabetes issues will get many benefits from the availability of social interactions in their mHealth system that enables them to share knowledge and experiences and support one another.
The study proposed complex mHealth services featuring social networks, empowerment, and participation. In order to ensure that the mHealth effectively runs, an extended role for health-care professionals who specifically look after the service is required. Results from the FGD with health-care staffs who participated in the survey indicate that the factors that affect mHealth services are promoting support, quality of service, and quality of information. OHE has the responsibility to ensure these factors for patient care in mHealth.
Health promotion. Health promotion in mHealth ranges from educating patients and families about health and health care, providing advice and support to patients, facilitating communication between health-care staffs and patients, explaining patients' health-care histories and symptoms, assisting them to perform diagnostic tests and analyze results, administering treatment and medications, and helping with follow-up. OHE plays a key role in mHealth because they provide counseling for participants who seek advice about any medical and health matters. The interaction enables the system to operate in various processes in supervising care and assistance. The guidance from OHE helps participants understand the sort of procedures they can expect in reasonable response time, information about their health on treatment, prevention, or questions about medicines while they are away from the health-care center. OHE can take appropriate actions or advice to contain any disease outbreak, limit exposure, and prevention.
Quality of service and information quality. mHealth promotes patients' empowerment. The role of OHE is needed because OHE will ensure the high quality of online services. Patients try to find information with the intention to seek is dedicated health staff who are specifically responsible for patients at mHealth systems. They are in charge of establishing relationships, communication, education, and consultation with the patients. When we asked respondents on the need of OHE in mHealth services, majority of them share the same opinion; they agreed (83% strongly agree and 73% agree) that the presence of OHE would enable them to make online consultation through their mHealth systems. We then asked respondents regarding the time required for the OHE to answer queries from patients in mHealth setting, 92% of respondents either in Brunei or Indonesia strongly support the idea of a standby OHE (immediate response). The presence of an OHE in an mHealth system is expected to provide quick responses and ensure reliability and quality of services. Furthermore, we investigated patients' preference whether they are willing to pay for mHealth service supported with an OHE. The result shows that respondents were unlikely to agree to paying for OHE services in Indonesia (39%), while half of respondents (50%) in Brunei agreed to pay for the service.
In this study, we also used a t-test that compared the mean between samples in Indonesia and Brunei (Table 4) for consultation online service through e-health. The result is instant answers for their health-care concerns, and they expect prompt response through their mobile devices. Therefore, it is important for OHE to make sure that services are well presented anytime, anywhere as the nature of mobile services. The quality of service (QoS) in mHealth refers to several related aspects such as how easy it is to make an appointment, how regular health information is updated, how easy it is to have discussions with OHE, and how system reminders for patients work in their smart mobile devices. QoS in this context is a set of procedures for managing patients' responses in an effective manner to enhance the user experience from mHealth services. Furthermore, providing information quality (InfQ ) in mHealth services is the objectives of OHE. Patients are empowered to generate the contents of health-cares. Empowering patients in mHealth may include longitudinal health information, which is convenient for patients that they will not have to repeat similar information. OHE ensures that information entered into the system is reliable to remove inaccuracies or misinterpretations.
The nature of the mobile service provides a sense of anonymity, and the lack of physical interaction provides a false sense of security. Therefore, OHE is significant in determining and controlling the reliability of information. InfQ is a mechanism that is needed to make sure the content of information conveyed to patients is useful and reliable. OHE has to certify and guarantee that the contents and information given in the business process of mHealth are reliable. There are risks with inaccurate medical information or health-care data because it deals with health and health-care matters. Therefore, OHE must assure and confirm the accuracy and validity of information.
In summary, the presence of OHE determines the key success of mHealth system. When patients interact through mHealth, they expect to receive quick feedbacks or suggestions from OHE. It is similar to the customer's request in traditional CRM that assists customers through phone calls. Delaying request from mHealth could discourage patients from trusting the service. security and privacy. Security and privacy are the main concerns in any mHealth implementation. In fact, many patients hesitate to adhere to using the service due to their concerns regarding security and privacy. However, the need for interconnectivity and accessibility is strong, and the laws governing access to personal health information protect individuals and make mHealth challenging from the technical, organizational, and legal perspectives. However, the advantages offered by e-empowerment are promising such as involving customers in the health-care process, increasing efficiency in managerial tasks, and improving health awareness or health literacy of users. There is no doubt that all health-care professionals must uphold confidentiality of their patients' data. Consequently, the system has to meet requirements for maximum security, sufficient privileges for users to fulfill their respective tasks, and easy user maintenance. Implementing a client/server environment over the Internet provides great flexibility.
conclusion
A patient-centric paradigm views that patients are seen as partners in the health-care process. However, many worry about the InfQ and reliability of mHealth services. This issue can be addressed by assigning OHE to ensure that information flow is reliable. OHE extends the role of patients in mHealth service from recipients of health care to partners in the process. OHE should be considered to support the idea of patients as partners of health care and that they should be empowered in the whole mHealth cycle. OHE can be a team from diverse expertise that consists of health-care staffs, medical professionals, and clinical officers. There are challenges related to the work of OHE. These challenges are the comprehensive roles of OHE as promoting health through mHealth's tools, ensuring quality of health-care services, and most importantly guarantee that the quality of information in mHealh is reliable. In conclusion, OHE brings many new opportunities to build a climate of trusted relationships, assure high quality information, and better online services for online patients anywhere and anytime. 
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